PRIVACY POLICY

Last updated: November 03, 2020

This Privacy Policy describes Our policies and procedures on the collection, use and
disclosure of Your information when You use the Service and tells You about Your privacy
rights and how the law protects You.

We use Your Personal data to provide and improve the Service. By using the Service, You
agree to the collection and use of information in accordance with this Privacy Policy.
Interpretation and Definitions

Interpretation

The words of which the initial letter is capitalized have meanings defined under the
following conditions. The following definitions shall have the same meaning regardless of
whether they appear in singular or in plural.

Definitions

For the purposes of this Privacy Policy:

Account means a unique account created for You to access our Service or parts of our
Service.

Company (referred to as either “the Company”, “We”, “Us” or “Our” in this Agreement)
refers to ITERUM Connections, Galerias los pueblos, Unit C, Panama City Panama.

For the purpose of the GDPR, the Company is the Data Controller.

Cookies are small files that are placed on Your computer, mobile device or any other
device by a website, containing the details of Your browsing history on that website among
its many uses.

Country refers to: Panama

Data Controller, for the purposes of the GDPR (General Data Protection Regulation),
refers to the Company as the legal person which alone or jointly with others determines
the purposes and means of the processing of Personal Data.

Device means any device that can access the Service such as a computer, a cellphone or
a digital tablet.

Personal Data is any information that relates to an identified or identifiable individual.
For the purposes for GDPR, Personal Data means any information relating to You such as
a name, an identification number, location data, online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity.

Service refers to the Website.

Service Provider means any natural or legal person who processes the data on behalf of
the Company. It refers to third-party companies or individuals employed by the Company
to facilitate the Service, to provide the Service on behalf of the Company, to perform
services related to the Service or to assist the Company in analyzing how the Service is
used. For the purpose of the GDPR, Service Providers are considered Data Processors.
Third-party Social Media Service refers to any website or any social network website
through which a User can log in or create an account to use the Service.



Usage Data refers to data collected automatically, either generated by the use of the
Service or from the Service infrastructure itself (for example, the duration of a page visit).
Website refers to www.iterumconnections.com, accessible
from http://www.iterumconnections.com

You means the individual accessing or using the Service, or the company, or other legal
entity on behalf of which such individual is accessing or using the Service, as applicable.

Under GDPR (General Data Protection Regulation), You can be referred to as the Data
Subject or as the User as you are the individual using the Service.

Collecting and Using Your Personal Data

Types of Data Collected

Personal Data

While using Our Service, We may ask You to provide Us with certain personally identifiable
information that can be used to contact or identify You. Personally identifiable information
may include, but is not limited to:

Email address

First name and last name

Usage Data

Usage Data

Usage Data is collected automatically when using the Service.

Usage Data may include information such as Your Device’s Internet Protocol address (e.g.
IP address), browser type, browser version, the pages of our Service that You visit, the
time and date of Your visit, the time spent on those pages, unique device identifiers and
other diagnostic data.

When You access the Service by or through a mobile device, We may collect certain
information automatically, including, but not limited to, the type of mobile device You use,
Your mobile device unique ID, the IP address of Your mobile device, Your mobile
operating system, the type of mobile Internet browser You use, unique device identifiers
and other diagnostic data.

We may also collect information that Your browser sends whenever You visit our Service
or when You access the Service by or through a mobile device.

Information from Third-Party Social Media Services

The Company allows You to create an account and log in to use the Service through the
following Third-party Social Media Services:

* Google
e Facebook
o Twitter

If You decide to register through or otherwise grant us access to a Third-Party Social Media
Service, We may collect Personal data that is already associated with Your Third-Party
Social Media Service’s account, such as Your name, Your email address, Your activities or
Your contact list associated with that account.

You may also have the option of sharing additional information with the Company through
Your Third-Party Social Media Service's account. If You choose to provide such



Usage Data refers to data collected automatically, either generated by the use of the
Service or from the Service infrastructure itself (for example, the duration of a page visit).
Policy.

Tracking Technologies and Cookies

We use Cookies and similar tracking technologies to track the activity on Our Service and
store certain information. Tracking technologies used are beacons, tags, and scripts to
collect and track information and to improve and analyze Our Service. The technologies
We use may include:

» Cookies or Browser Cookies. A cookie is a small file placed on Your Device. You
can instruct Your browser to refuse all Cookies or to indicate when a Cookie is
being sent. However, if You do not accept Cookies, You may not be able to use
some parts of our Service. Unless you have adjusted Your browser setting so that
it will refuse Cookies, our Service may use Cookies.

* Flash Cookies. Certain features of our Service may use local stored objects (or
Flash Cookies) to collect and store information about Your preferences or Your
activity on our Service. Flash Cookies are not managed by the same browser
settings as those used for Browser Cookies. For more information on how You can
delete Flash Cookies, please read “Where can | change the settings for disabling,
or deleting local shared objects?” available at https://helpx.adobe.com/flash-
player/kb/disable-local-shared-objects-
flash.html#main_Where_can_|_change_the_settings_for_disabling__or_deleting
_local_shared_objects_

e Web Beacons. Certain sections of our Service and our emails may contain small
electronic files known as web beacons (also referred to as clear gifs, pixel tags, and
single-pixel gifs) that permit the Company, for example, to count users who have
visited those pages or opened an email and for other related website statistics (for
example, recording the popularity of a certain section and verifying system and
server integrity).

Cookies can be “Persistent” or “Session” Cookies. Persistent Cookies remain on Your
personal computer or mobile device when You go offline, while Session Cookies are
deleted as soon as You close Your web browser. You can learn more about cookies
here: All About Cookies by TermsFeed.

We use both Session and Persistent Cookies for the purposes set out below:

Necessary [ Essential Cookies

Type: Session Cookies

Administered by: Us

Purpose: These Cookies are essential to provide You with services available through the
Website and to enable You to use some of its features. They help to authenticate users
and prevent fraudulent use of user accounts. Without these Cookies, the services that You
have asked for cannot be provided, and We only use these Cookies to provide You with
those services.

Cookies Policy / Notice Acceptance Cookies



Type: Persistent Cookies

Administered by: Us

Purpose: These Cookies identify if users have accepted the use of cookies on the Website.
Functionality Cookies

Type: Persistent Cookies

Administered by: Us

Purpose: These Cookies allow us to remember choices You make when You use the
Website, such as remembering your login details or language preference. The purpose of
these Cookies is to provide You with a more personal experience and to avoid You having
to re-enter your preferences every time You use the Website.

Tracking and Performance Cookies

Type: Persistent Cookies

Administered by: Third-Parties

Purpose: These Cookies are used to track information about traffic to the Website and how
users use the Website. The information gathered via these Cookies may directly or
indirectly identify you as an individual visitor. This is because the information collected is
typically linked to a pseudonymous identifier associated with the device you use to access
the Website. We may also use these Cookies to test new pages, features or new
functionality of the Website to see how our users react to them.

For more information about the cookies we use and your choices regarding cookies, please
visit our Cookies Policy or the Cookies section of our Privacy Policy.

Use of Your Personal Data

The Company may use Personal Data for the following purposes:

To provide and maintain our Service, including to monitor the usage of our Service.

To manage Your Account: to manage Your registration as a user of the Service. The
Personal Data You provide can give You access to different functionalities of the Service
that are available to You as a registered user.

For the performance of a contract: the development, compliance and undertaking of the
purchase contract for the products, items or services You have purchased or of any other
contract with Us through the Service.

To contact You: To contact You by email, telephone calls, SMS, or other equivalent forms
of electronic communication, such as a mobile application’s push notifications regarding
updates or informative communications related to the functionalities, products or
contracted services, including the security updates, when necessary or reasonable for their
implementation.

To provide You with news, special offers and general information about other goods,
services and events which we offer that are similar to those that you have already
purchased or enquired about unless You have opted not to receive such information.

To manage Your requests: To attend and manage Your requests to Us.

For business transfers: We may use Your information to evaluate or conduct a merger,
divestiture, restructuring, reorganization, dissolution, or other sale or transfer of some or



all of Our assets, whether as a going concern or as part of bankruptcy, liquidation, or
similar proceeding, in which Personal Data held by Us about our Service users is among
the assets transferred.

For other purposes: We may use Your information for other purposes, such as data
analysis, identifying usage trends, determining the effectiveness of our promotional
campaigns and to evaluate and improve our Service, products, services, marketing and
your experience.

We may share Your personal information in the following situations:

e With Service Providers: We may share Your personal information with Service
Providers to monitor and analyze the use of our Service, to contact You.

o For business transfers: We may share or transfer Your personal information in
connection with, or during negotiations of, any merger, sale of Company assets,
financing, or acquisition of all or a portion of Our business to another company.

o With Affiliates: We may share Your information with Our affiliates, in which case
we will require those affiliates to honor this Privacy Policy. Affiliates include Our
parent company and any other subsidiaries, joint venture partners or other
companies that We control or that are under common control with Us.

o With business partners: We may share Your information with Our business
partners to offer You certain products, services or promotions.

o With other users: when You share personal information or otherwise interact in
the public areas with other users, such information may be viewed by all users and
may be publicly distributed outside. If You interact with other users or register
through a Third-Party Social Media Service, Your contacts on the Third-Party Social
Media Service may see Your name, profile, pictures and description of Your
activity. Similarly, other users will be able to view descriptions of Your activity,
communicate with You and view Your profile.

o With Your consent: We may disclose Your personal information for any other
purpose with Your consent.

Retention of Your Personal Data

The Company will retain Your Personal Data only for as long as is necessary for the
purposes set out in this Privacy Policy. We will retain and use Your Personal Data to the
extent necessary to comply with our legal obligations (for example, if we are required to
retain your data to comply with applicable laws), resolve disputes, and enforce our legal
agreements and policies.

The Company will also retain Usage Data for internal analysis purposes. Usage Data is
generally retained for a shorter period of time, except when this data is used to strengthen
the security or to improve the functionality of Our Service, or We are legally obligated to
retain this data for longer time periods.

Transfer of Your Personal Data

Your information, including Personal Data, is processed at the Company’s operating
offices and in any other places where the parties involved in the processing are located. It



all of Our assets, whether as a going concern or as part of bankruptcy, liquidation, or
similar proceeding, in which Personal Data held by Us about our Service users is among
the data protection laws may differ than those from Your jurisdiction.
Your consent to this Privacy Policy followed by Your submission of such information
represents Your agreement to that transfer.
The Company will take all steps reasonably necessary to ensure that Your data is treated
securely and in accordance with this Privacy Policy and no transfer of Your Personal Data
will take place to an organization or a country unless there are adequate controls in place
including the security of Your data and other personal information.
Disclosure of Your Personal Data
Business Transactions
If the Company is involved in a merger, acquisition or asset sale, Your Personal Data may
be transferred. We will provide notice before Your Personal Data is transferred and
becomes subject to a different Privacy Policy.
Law enforcement
Under certain circumstances, the Company may be required to disclose Your Personal
Data if required to do so by law or in response to valid requests by public authorities (e.g.
a court or a government agency).
Other legal requirements
The Company may disclose Your Personal Data in the good faith belief that such action is
necessary to:

o Comply with a legal obligation

o Protect and defend the rights or property of the Company

o Prevent or investigate possible wrongdoing in connection with the Service

o Protect the personal safety of Users of the Service or the public

o Protect against legal liability
Security of Your Personal Data
The security of Your Personal Data is important to Us, but remember that no method of
transmission over the Internet, or method of electronic storage is 100% secure. While We
strive to use commercially acceptable means to protect Your Personal Data, We cannot
guarantee its absolute security.
Detailed Information on the Processing of Your Personal Data
Service Providers have access to Your Personal Data only to perform their tasks on Our
behalf and are obligated not to disclose or use it for any other purpose.
Analytics
We may use third-party Service providers to monitor and analyze the use of our Service.
Google Analytics
Google Analytics is a web analytics service offered by Google that tracks and reports
website traffic. Google uses the data collected to track and monitor the use of our Service.
This data is shared with other Google services. Google may use the collected data to
contextualize and personalize the ads of its own advertising network.



all of Our assets, whether as a going concern or as part of bankruptcy, liquidation, or
similar proceeding, in which Personal Data held by Us about our Service users is among
Google Analytics JavaScript (ga.js, analytics.js and dc.js) from sharing information with
Google Analytics about visits activity.

For more information on the privacy practices of Google, please visit the Google Privacy
& Terms web page: https://policies.google.com/privacy

GDPR Privacy

Legal Basis for Processing Personal Data under GDPR

We may process Personal Data under the following conditions:

o Consent: You have given Your consent for processing Personal Data for one or
more specific purposes.

o Performance of a contract: Provision of Personal Data is necessary for the
performance of an agreement with You and/or for any pre-contractual obligations
thereof.

o Legal obligations: Processing Personal Data is necessary for compliance with a
legal obligation to which the Company is subject.

o Vital interests: Processing Personal Data is necessary in order to protect Your
vital interests or of another natural person.

o Public interests: Processing Personal Data is related to a task that is carried out
in the public interest or in the exercise of official authority vested in the Company.

o Legitimate interests: Processing Personal Data is necessary for the purposes of
the legitimate interests pursued by the Company.

In any case, the Company will gladly help to clarify the specific legal basis that applies to
the processing, and in particular whether the provision of Personal Data is a statutory or
contractual requirement, or a requirement necessary to enter into a contract.

Your Rights under the GDPR

The Company undertakes to respect the confidentiality of Your Personal Data and to
guarantee You can exercise Your rights.

You have the right under this Privacy Policy, and by law if You are within the EU, to:

o Request access to Your Personal Data. The right to access, update or delete the
information We have on You. Whenever made possible, you can access, update or
request deletion of Your Personal Data directly within Your account settings
section. If you are unable to perform these actions yourself, please contact Us to
assist You. This also enables You to receive a copy of the Personal Data We hold
about You.

o Request correction of the Personal Data that We hold about You. You have the
right to to have any incomplete or inaccurate information We hold about You
corrected.

o Object to processing of Your Personal Data. This right exists where We are relying
on a legitimate interest as the legal basis for Our processing and there is
something about Your particular situation, which makes You want to object to our



processing of Your Personal Data on this ground. You also have the right to object
where We are processing Your Personal Data for direct marketing purposes.

o Request erasure of Your Personal Data. You have the right to ask Us to delete or
remove Personal Data when there is no good reason for Us to continue processing
it.

e Request the transfer of Your Personal Data. We will provide to You, or to a third-
party You have chosen, Your Personal Data in a structured, commonly used,
machine-readable format. Please note that this right only applies to automated
information which You initially provided consent for Us to use or where We used
the information to perform a contract with You.

o Withdraw Your consent. You have the right to withdraw Your consent on using
your Personal Data. If You withdraw Your consent, We may not be able to provide
You with access to certain specific functionalities of the Service.

Exercising of Your GDPR Data Protection Rights

You may exercise Your rights of access, rectification, cancellation and opposition by
contacting Us. Please note that we may ask You to verify Your identity before responding
to such requests. If You make a request, We will try our best to respond to You as soon as
possible.

You have the right to complain to a Data Protection Authority about Our collection and
use of Your Personal Data. For more information, if You are in the European Economic
Area (EEA), please contact Your local data protection authority in the EEA.

Your California Privacy Rights (California’s Shine the Light law)

Under California Civil Code Section 1798 (California’s Shine the Light law), California
residents with an established business relationship with us can request information once
a year about sharing their Personal Data with third parties for the third parties’ direct
marketing purposes.

If you'd like to request more information under the California Shine the Light law, and if
You are a California resident, You can contact Us using the contact information provided
below.

California Privacy Rights for Minor Users (California Business and Professions Code
Section 22581)

California Business and Professions Code section 22581 allow California residents under
the age of 18 who are registered users of online sites, services or applications to request
and obtain removal of content or information they have publicly posted.

To request removal of such data, and if You are a California resident, You can contact Us
using the contact information provided below, and include the email address associated
with Your account.

Be aware that Your request does not guarantee complete or comprehensive removal of
content or information posted online and that the law may not permit or require removal
in certain circumstances.

Links to Other Websites



Our Service may contain links to other websites that are not operated by Us. If You click
on a third party link, You will be directed to that third party’s site. We strongly advise You
to review the Privacy Policy of every site You visit.
We have no control over and assume no responsibility for the content, privacy policies or
practices of any third party sites or services.
Changes to this Privacy Policy
We may update Our Privacy Policy from time to time. We will notify You of any changes
by posting the new Privacy Policy on this page.
We will let You know via email and/or a prominent notice on Our Service, prior to the
change becoming effective and update the “Last updated” date at the top of this Privacy
Policy.
You are advised to review this Privacy Policy periodically for any changes. Changes to this
Privacy Policy are effective when they are posted on this page.
Contact Us
If you have any questions about this Privacy Policy, You can contact us:

o Byemail: info@iterumconnections.com



Politica de Tratamiento de Datos Personales
de ITERUM COLOMBIA S.A.S.

l. Introduccién

En ITERUM COLOMBIA S.AS. (“Iterum”, la “Compania”, o el “Responsable”)
reconocemos la importancia de la seguridad, privacidad y confidencialidad de
la informacién personal. La presente Politica de Tratamiento de Datos
Personales (en adelante, la “Politica”) describe los Datos Personales que son
recolectados, la manera en que la Companifa trata Datos Personales, cémo los
Titulares pueden ponerse en contacto con la Comparifa y ejercer sus derechos,
entre otros.

En general, toda la informacién suministrada por los Titulares, o que de otra
forma Iterum recolecte en el marco del giro ordinario de sus negocios, sera
tratada de conformidad con la Ley 1581 de 2012, el Decreto 1377 de 2013
(compilado en el Decreto 1074 de 2015) y la demds normativa aplicable en
materia de proteccion de datos.

II. Definiciones

Para la interpretacion de esta Politica, se tendrdn en cuenta las siguientes
definiciones:

Base de Datos: conjunto organizado de Datos Personales objeto de
Tratamiento.

Dato Personal: cualquier informacién vinculada o que pueda asociarse a
una persona natural determinada o determinable.

Datos Sensibles: todo aquel que afecta la intimidad del Titular o cuyo
uso indebido puede generar su discriminacién, tales como aquellos que

revelen el origen racial o étnico, la orientacién Politica, las convicciones
religiosas o filosdficas, la pertenencia a sindicatos, organizaciones
sociales, de derechos humanos o que promueva intereses de cualquier
partido politico o que garanticen los derechos y garantias de partidos
politicos de oposicién asi como los datos relativos a la salud, a la vida
sexual y los datos biométricos.

Encargado: persona natural o juridica, publica o privada, que por si
misma o en asocio con otros, realice el Tratamiento de Datos
Personales por cuenta de del Responsable del Tratamiento.

Ley aplicable: la Ley 1581 de 2012, el Decreto 1377 de 2013 (compilado en
el Decreto 1074 de 2015), el Titulo V de la Circular Unica de la



Superintendencia de Industria y Comercio y la demds normativa
aplicable en materia de proteccién de datos en Colombia.

Politica de Tratamiento de Datos Personales o Politica: se refiere al
presente documento, como Politica de Tratamiento de Datos
Personales aplicada por la Companiia de conformidad con los
lineamientos de la legislacién vigente en la materia.

Responsable: persona natural o juridica, publica o privada, que por si
misma o en asocio con otros, decida sobre la Base de Datos y/o el
Tratamiento de los Datos Personales.

Tratamiento: cualquier operacién o procedimientos fisicos o
automatizados que permita captar, registrar, reproducir, conservar,
organizar, modificar, transmitir los datos de cardcter personal.

Titular: es |a persona natural cuyos Datos Personales son objeto de
Tratamiento por el Responsable, ya sea cliente, proveedor, empleado, o
cualquier tercero que, en razén de una relacién juridica o comercial,
suministre Datos Personales a la Compania.

Transmisién: se refiere a la comunicacién de Datos Personales por parte
del Responsable a un Encargado, ubicado dentro o fuera del territorio
nacional, para que el Encargado, por cuenta del Responsable, trate
Datos Personales.

Transferencia: tiene lugar cuando el Responsable y/o Encargado del
Tratamiento de Datos Personales, envia la informacién o los Datos
Personales a un receptor, que a su vez es Responsable del Tratamiento
y se encuentra dentro o fuera del pafs.

l1l. Principios
A fin de dar correcto cumplimiento a la Ley aplicable, cuando Iterum realice el
Tratamiento de Datos Personales, se regird por los siguientes principios:

Principio de legalidad:E| Tratamiento de Datos Personales es una
actividad que debe sujetarse a lo establecido en las normas que
reglamentan la materia.

Principio de finalidad:E| Tratamiento debe obedecer a una finalidad
legitima de acuerdo con la Constituciéon y la Ley aplicable, la cual debe
ser informada al Titular por los medios previstos normativamente.
Principio de libertad:E| Tratamiento sélo puede ejercerse con el
consentimiento, previo, expreso e informado del Titular. Los Datos
Personales no podrén ser obtenidos o divulgados sin previa



autorizacién, o en ausencia de mandato legal o judicial que releve el
consentimiento.

« Principio de veracidad o calidad:La informacién sujeta a Tratamiento
debe ser veraz, completa, exacta, actualizada, comprobable y
comprensible. Iterum debe abstenerse de proceder con el Tratamiento
de datos parciales, incompletos, fraccionados o que induzcan a error.

« Principio de transparencia:En el Tratamiento debe garantizarse el
derecho del Titular a obtener del Responsable o del Encargado, en
cualquier momento y sin restricciones, informacién acerca de la
existencia de datos que le conciernan de conformidad con las normas
que reglamentan este acceso.

« Principio de acceso y circulacién restringida:E| Tratamiento sélo podrd
hacerse por personas autorizadas por el Titular y/o por las personas
previstas en la ley aplicable, para lo cual la Empresa debe adelantar las
acciones necesarias para obtener la correspondiente autorizacién del
Titular en cuanto sea necesario.

« Principio de seguridad:La informacién sujeta a Tratamiento por Iterum
en calidad de Responsable o Encargado, se deberd manejar con las
medidas técnicas, humanas y administrativas que sean necesarias para
otorgar seguridad a los datos evitando su adulteracién, pérdida,
consulta, uso o acceso no autorizado o fraudulento.

« Principio de confidencialidad:Todo el Personal de Iterum y otros que
intervengan en el Tratamiento de Datos Personales en nombre y
representacion de la Empresa, estédn obligadas a garantizar la reserva de
la informacién.

« Principio de responsabilidad demostrada: Al recolectar y realizar el
Tratamiento de Datos Personales, Iterum implementard medidas
apropiadas y efectivas para cumplir con las obligaciones establecidas
por la Ley aplicable.

Informacién del Responsable Del Tratamiento

« Razén Social: ITERUM COLOMBIA S.AS.

o NIT.: 901498204

o Direccion: Ac 26 No. 96 | 66, Of 8o1

« Correo Electrénico: colombia@fidanque.com
o Teléfono: 3192900




V. Tratamiento y Finalidades

Iterum reconoce que el Titular de los Datos Personales tiene derecho a contar
con una expectativa razonable de su privacidad, teniendo en cuenta, en todo
caso, sus responsabilidades, derechos y obligaciones con la Compafifa. En
virtud de la relacién que se establezca entre Iterum y el Titular, informamos
que los Datos Personales objeto de recoleccién, uso, actualizacion,
circulacion, transmisidn, transferencia, supresién y, en general, cualquier
forma de Tratamiento sobre los mismos, se hard de acuerdo con las siguientes
finalidades que previamente serén informadas al Titular, correspondiendo, en
cualquier caso, al desarrollo de su objeto social y al giro ordinario de sus
actividades comerciales.

1. Finalidades Generales:
Las finalidades descritas a continuacién serdn aplicables a todos los Titulares
que hayan autorizado de forma previa, expresa e informada el Tratamiento de
sus Datos Personales:
Las finalidades descritas a continuacién serén aplicables a todos los Titulares
que hayan autorizado de forma previa, expresa e informada el Tratamiento de

sus Datos Personales:

o« Elregistro de la informacién de personal en los sistemas de Iterum.

« El pago de obligaciones contractuales.

o Transmisién y Transferencia de los Datos Personales con respeto a las
garantias legales aplicables para cada una de estas operaciones.

« Elenvio de informacién a entidades gubernamentales o judiciales por
solicitud expresa de las mismas.

« El soporte en procesos de auditorfas externas o internas; nacionales o
internacionales.

o Larecoleccion de datos para el cumplimiento de los deberes que, como
Responsable de los Datos Personales le corresponde a Iterum.

« Informar sobre cambios sustanciales en la Politica adoptada por

« Establecery gestionar la relacién precontractual y contractual comercial,
laboral, civil y cualquier otra indole que surja en virtud del cumplimiento
de una obligacién legal o contractual a cargo de Iterum.




Responder a las peticiones, consultas, reclamos y/o quejas que realicen
los Titulares a través de cualquiera de los canales habilitados por el
Responsable para dicho efecto.

Envio de informacidn relevante derivada de la relacién que se sostiene
con el Responsable.

Cualquier otra finalidad que resulte a partir de la relacién entre el Titular
de los Datos Personales y Iterum o de |la autorizacién dada por el
Titular.

El control y |la prevencién del fraude y de lavado de activos, incluyendo,
pero sin limitarse a la consulta en listas restrictivas, y toda la
informacién necesaria requerida para el SAGRILAFT.

2. Empleados:

Iterum utilizard los Datos Personales de sus empleados de acuerdo con las

finalidades que se relacionan a continuacién:

Incorporar sus Datos Personales en el contrato laboral, modificaciones y
adiciones al mismo, asi como en los demds documentos que resulten
necesarios para gestionar la relacién laboral y obligaciones derivadas de
la misma que se encuentren a cargo de Iterum en calidad de
Responsable del Tratamiento de los Datos Personales.

Desarrollar una correcta gestién de la relacién laboral que vincula al
Titular con Iterum.

Disponer de los Datos Personales de los colaboradores para
incorporarlos de forma adecuada en los archivos laborales activos e
histéricos de Iterum y mantenerlos actualizados.

Enviar comunicaciones internas relacionadas o no con su vinculacién
laboral.

Administrar los Datos Personales para que Iterum, en condicién de
empleador, cumpla correctamente con sus obligaciones. Por ejemplo:
adelantar las afiliaciones a las que tiene derecho por ley el trabajador
ante Sistema integral de seguridad social, cajas de compensacién
familiar y demds asuntos relacionados con prestaciones sociales,
contribuciones, retenciones, impuestos, controversias laborales, como
también en caso de aportes o pagos a otras entidades donde el
colaborador de forma previa haya autorizado el tratamiento de sus
Datos Personales.



o Gestionar los Datos Personales del Titular y los de su nticleo familiar
sobre los cuales esté legitimado a tratar para realizar tramites de
afiliacion a las entidades promotoras de salud —EPS—, cajas de
compensacién familiar, administradoras de riesgo laboral —ARL-, y
demds necesarias para que lterum cumpla su deber como empleador.

« Responder solicitudes del trabajador sobre expedicién de certificados,
constancias y demés documentos solicitados a Iterum en razén del
vinculo laboral.

« Gestionar sus Datos Personales para garantizar una correcta asignacion
de las herramientas de trabajo (incluidas las herramientas Tl tales como
correo electrénico, computadoras, dispositivos mdviles, accesos a
bases datos, etc.).

« Gestionar sus Datos Personales para garantizar una correcta ejecucion
de lo establecido en el Reglamento Interno de Trabajo, incluidos los
procesos disciplinarios e investigaciones pertinentes.

e Administrar los Datos Personales para realizar el correcto pago de |a
némina, incluida la realizacién de los descuentos para pagos a terceros
que el empleado haya autorizado previamente y realizar los informes
relativos a este proceso.

VI. Derechos de los Titulares de Datos Personales
Los Titulares podrén ejercer el derecho de habeas data frente a Iterum con el
objeto de:

« Conocer, actualizar y rectificar sus Datos Personales frente al
Responsable del Tratamiento o Encargado del Tratamiento. Este
derecho se podra ejercer, entre otros frente a datos parciales, inexactos,
incompletos, fraccionados, que induzcan a error, o aquellos cuyo
Tratamiento esté expresamente prohibido o no haya sido autorizado.

« Solicitar prueba de la autorizacién otorgada al Responsable del
Tratamiento salvo cuando expresamente se exceptiie como requisito
para el Tratamiento.

« Serinformado por el Responsable del Tratamiento o el Encargado del
Tratamiento, previa solicitud, respecto del uso que se le ha dado a sus
Datos Personales.

o Presentar ante la Superintendencia de Industria y Comercio quejas por
infracciones a lo dispuesto en la Ley aplicable y las demés normas que
la modifiquen, adicionen o complementen.



o Revocar la autorizacion y/o solicitar la supresién de los Datos
Personales cuando en el Tratamiento no se respeten los principios,
derechos y garantias constitucionales y legales.

« Acceder en forma gratuita a sus Datos Personales que hayan sido objeto
de Tratamiento.

VII. Area Encargada de la Atencién de Consultas, Peticiones y Reclamos De Los
Titulares
El drea encargada en materia de atender las consultas, peticiones y reclamos, y
en general vigilar el cumplimiento de la Ley aplicable al interior de Iterum es el
Country Manager. Los Titulares podrédn ejercer sus derechos mediante
comunicacién verbal, radicando una comunicacién escrita y/o enviando un
correo electrénico, a través de cualquiera de los siguientes canales de
contacto:

« Direccién: Ac 26 No. 96 | 66, Of 801

+ Correo electrénico: jlasprilla@iterumbpo.com

« Teléfono: 3192900

VIII. Procedimientos De Consultas y Reclamos

Consultas: Los Titulares que deseen realizar consultas, deben tener en cuenta
que lterum como Responsable del Tratamiento, suministrard a dichas
personas toda la informacién contenida en el registro individual o que esté
vinculada con la identificacion del Titular. La consulta se formulara a través de
los canales habilitados por Iterum y serd atendida en un término méximo de
diez (10) dias habiles contados a partir de la fecha de recibo de la solicitud.
Cuando no fuere posible atender la consulta dentro de dicho término, se
informara al interesado, expresando los motivos de la demora y sefialando la
fecha en que se atenderd su consulta, que en ningtin caso podrd superar los
cinco (5) dfas hébiles siguientes al vencimiento del primer término, sin
perjuicio de las disposiciones contenidas en leyes especiales o reglamentos
expedidos por el Gobierno Nacional que podran establecer términos
inferiores, atendiendo a la naturaleza del Dato Personal.

Reclamos: El Titular que considere que la informacién contenida en una Base
de Datos de Iterum debe ser objeto de correccién, actualizacién o supresién, o
cuando advierta el presunto incumplimiento de cualquiera de los deberes
contenidos en la Ley aplicable, podra presentar un reclamo ante Iterum o el
Encargado del Tratamiento el cual serd tramitado bajo las siguientes reglas:



o Elreclamo se formulard mediante solicitud dirigida al Responsable del
Tratamiento o al Encargado del Tratamiento, con la identificacién del
Titular, la descripcién de los hechos que dan lugar al reclamo y la
direccion, acompafiando los documentos que se quiera hacer valer.

« Siel reclamo resulta incompleto, se requerird al interesado dentro de los
cinco (5) dias siguientes a la recepcién del reclamo para que subsane
las fallas. Transcurridos dos (2) meses desde la fecha del requerimiento
sin que el solicitante presente la informacién requerida, se entendera
que ha desistido del reclamo.

« En caso de que quien reciba el reclamo no sea competente para
resolverlo, dard traslado a quien corresponda en un término maximo de
dos (2) dias habiles e informara la situacién al interesado.

« Una vez recibido el reclamo completo, en un término no mayor a dos
(2) dias hébiles se incluird en la Base de Datos una leyenda que
diga “reclamo en trdmite”y las causas que lo motivaron. Dicha leyenda
deberd mantenerse hasta que el reclamo sea resuelto de fondo.

o Eltérmino maximo para atender el reclamo sera de quince (15) dias
hébiles contados a partir del dia siguiente a la fecha de su recibo.
Cuando no fuere posible atender el reclamo dentro de dicho término, se
informara al interesado los motivos de la demora y la fecha en que se
atenderd su reclamo, la cual en ningtin caso podra superar los ocho dias
hébiles siguientes al vencimiento del primer término.

XI. Seguridad y Confidencialidad de los Datos Personales

En desarrollo del principio de seguridad contemplado en la Ley 1581 de 2012,
lterum ha adoptado e incorporado en sus diferentes procesos las medidas
técnicas, humanas y administrativas necesarias y adecuadas para otorgar
seguridad a los registros con informacién personal evitando su adulteracién,
pérdida, consulta, uso o acceso no autorizado o fraudulento. El personal que
realice el Tratamiento de los Datos Personales ejecutara los protocolos
establecidos por Iterum con el fin de garantizar la seguridad de la informacién.
Lo anterior de acuerdo con el estado de |a tecnologia, el tipo y naturaleza de
los datos que se encuentran en las Bases de Datos y los riesgos a los que
estdn expuestos.

Los Datos Personales que obtenga Iterum a través de cualquier formato,
contrato, comunicacion fisica o electrénica, serdn tratados con total reservay
confidencialidad, comprometiéndose a guardar el debido secreto respecto de
los mismos y garantizando el deber de almacenarlos adoptando medidas



necesarias que eviten su alteracion, pérdida y Tratamiento o acceso no
autorizado, de acuerdo con lo establecido en la Ley aplicable.

X. Periodo de Vigencia de la Base de Datos

Iterum solo podré realizar el Tratamiento de los Datos Personales durante el
tiempo que sea razonable y necesario, de acuerdo con las finalidades que
justificaron el Tratamiento, atendiendo a las disposiciones aplicables a la
materia de que se trate y a los aspectos administrativos, contables, fiscales,
juridicos e histéricos de la informacién.

Una vez se cumpla la finalidad para el Tratamiento, los Datos Personales
serdn eliminados de los archivos de la Comparifa, salvo que exista un deber
legal o contractual que le exija mantenerlos en sus Bases de Datos.

XI. Fecha de Entrada en Vigencia
La presente Politica entré en vigencia el dia 18 de Julio de 2022.




